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Who is OTA?

Mission to enhance online trust and empower users, while 

promoting innovation and the vitality of the internet.

• Goal to help educate businesses, policy makers and stakeholders 

while developing and advancing best practices and tools to 

enhance the protection of users' security, privacy and identity.

• Collaborative public-private partnerships, benchmark reporting, 

meaningful self-regulation and data stewardship.

• U.S. based 501(c)(3) tax-exempt charitable organization.

• Global focus & charter.

• Supported by dues and donations.
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Global Collaboration

http://www.ebay.com/
http://www.ebay.com/
http://www.getresponse.com/
http://www.getresponse.com/
http://www.trustsphere.com/
http://www.trustsphere.com/
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IoT Working Group

• Global Multi-Stakeholder Initiative

▫ Formed in January 2015

▫ Public & Private Sectors

• Scope

▫ Connected Home & Wearable Technologies

▫ Security, Privacy & Sustainability

▫ Devices, Apps, Platforms and Cloud Services

• June - Face-To-Face Meetings & Weekly Calls

• Aug – Draft Released & Call for Public Comments 

• Oct – Second draft released; heading towards last call

• Nov – Working group finalizing framework, code of conduct 

and foundation of certification program

Working Group Goals

Sustainability

PrivacySecurity

1. Focus on connected home & wearable technologies.

2. Provide guidance to help reduce vulnerabilities and 
adopt responsible privacy and data practices.

3. Drive the adoption of best practices; embracing as 
a voluntary, yet enforceable, code of conduct.  

4. Provide recognition to companies, products and
retailers who embrace the code of conduct.

5. Provide retailers / commerce sites criteria to aid 
in their product merchandising decisions.

6. Think globally; where possible, apply international 
standards and practices.  

7. Encourage collaboration, sharing of best practices
and threat intelligence.

8. Evaluate gating issues and considerations which may lead 
to the development of a seal or certification program. 
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Multi-Dimension Issues
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The IoT Ecosystem

1. Highly personal, dynamic, 
persistent collection and 
transfer of data.

2. Reliance on a combination     
of devices, apps, platforms   
and cloud services.

3. Multiple data flows, touch 
points and disclosures.

4. Sustainability / lifecycle 
issues.

5. Lack of defined standards.

6. Non-traditional vendors
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Ambient Data

• Growing number of devices & sensors

• Use & sharing with unknown or undisclosed third 

parties

• May be “benign” today, harmful tomorrow 

The Smart Home

• Partnership with the National Association of Realtors

• Security, Privacy & Personal Safety

• Steps to “re-provision” your home

• Prior to occupancy, rental & at closing

• Prescriptive advice

• https://otalliance.org/SmartHome 
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Framework – Total of 30 Criteria

User Access & Credentials 
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Privacy, Transparency & Disclosures 

Privacy, Transparency & Disclosures 
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What’s Next?

• Reconcile feedback from Novermber IoT Summit

• Develop an implementation guide 

• Drive a proof of concept “pilot” 

• Expand collaboration with other organizations.

• Engage retailers and online merchants

• Secure funding & grants for pilot projects 

• Recognize early adopters who embrace code / pledge.

• Develop incentives 

• Develop criteria as the basis for a certification program.

More Information

IoT Initiative https://otalliance/org/IoT

Smart Home https://otalliance.org/SmartHome

Presidential Candidate Audit 

https://otalliance.org/2016Candidates

Craig Spiezle

craigs@otalliance.org

+1-425-455-7400
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