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Does Nigeria have a Data Protection Law?

2

NO  !!!
Nigeria has absolutely no privacy and 
personal information laws. This lacuna is 
even more material in an internet world 
where information published on the web 
is open to a global audience. 



The Presidential Powers – Cybercrime’s Act
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The most profound of these ‘restricting’ laws as it relates to the Internet 
is the Cybercrimes (Prohibition, Prevention, etc.) Act, 2015 

Query: Can this provision be used by the President to shutdown the Internet by designating same as National 
Information Infrastructure and thereafter prescribing rules which restricts access on ground of national security? YES!

“The Presidential Order made under sub-section (1) of this Section 
may prescribe Minimum Standards, Guidelines, Rules or Procedure 

in respect of -
c) access to, transfer and control of data in any critical information 

infrastructure….”
- Section 3(1)(c) of the Cybercrimes Act
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Where there is restriction on the grounds provided under the 
Cybercrimes Act, can same be challenged as being an 
infringement of the Constitution?

The Constitution v. Exceptions (grounds for derogation).

Also, the supremacy clause – Section 1(3) of the Constitution of the 
Federal Republic of Nigeria 1999 (as amended)

The Presidential Powers – Cybercrime’s Act



Every Nigerian has a right to privacy because 
of Section 37 of the 1999 constitution.

“ The PRIVACY of citizens, their homes, 
correspondence, telephone conversations 
and telegraphic communications s hereby 
guaranteed and protected”

The Constitution is the most supreme law 
in Nigeria. The provision is not sufficient 
with the rapid manner in which technology 
evolves.

The constitution was designed without 
putting the internet into consideration
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• There are industry specific laws/rules but the most 
comprehensive NITDA Guidelines, NCC Internet code of 
conduct

According to a 2017 report, 97.2 million Nigerians are connected 
to the internet. How many of these Nigerians understand the 
concept called “Privacy” ?

Some organizations that collect personal data in Nigeria
* NIMC   *INEC  *Nig. Immigration Service  *VIO/ FRSC *Airports
* Banks and financial institutions  *Hospitals/HMOs
* Telcos *ISPs   * Tech Companies e.g Truecaller, Uber, Taxify, 
Google, Facebook, Twitter



• The NIMC recently  published and contractual EoI for 
private businesses and CSOs to help government 
collect data which is not supposed to be a global 
best practice.
Nigeria’s Digital ID is scattered across different 
government agencies
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Examples of the type of personal data collected in Nigeria

*Name   *Email address  *IP address   *Fingerprints   *Facial 
photographs *Residential address  *Health information  

*Clickstream data  *Telephone number

*Location information   *Sexual orientation * Religious 
orientation

*State of Origin *Birthdates



I GIVE UP



The Digital Freedom Bill
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Technically, the bill’s objectives are:
•To guarantee the application of human rights offline and online within 
the digital space.
•To provide safeguards against abuse and provide opportunities for 
redress where infringement occurs.
•To ensure data privacy and safeguard sensitive citizens’ data held by 
government and privacy institutions.
•To equip the judiciary with the necessary framework to protect human 
rights online.
•To safeguard the digital liberty of Nigerians now and in the future.
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Senator’s Motivation
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The Paradox of policy mis-steps

It means you have freedom of speech online, however whatever 
happens after freedom of speech online, cannot be be guranteed

YESTERDAY!!!



• President Buhari declined to assent to the bill on the grounds that it fails 
to address too many technical subjects and that some areas covered by 
the bill are also covered by ‘various bills pending at the National 
Assembly’.

• Net Coalitions Response: “The various bills as referred to in the 
letter are still merely bills which may or may not become laws. For 
instance, the Data Protection Bill (HB. 02) has been pending at the 
National Assembly (NASS) for up to eight years. Why then would Mr 
President miss an opportunity to fill the lacuna for these subject areas 
when a bill duly passed by the NASS has been presented for assent? We 
make this assertion with the knowledge that no law or bill is perfect.”

19

Presidential Excuse!!!



• Conceptualisation of protection of personal information strictly as an ICT issue. Some offline / non- ICT issues 
intertwined with personal Information.

• Specific mention of IoT devices was exclude from the laws

• Child online protection was not emphatically sighted in the bill

• The use of “personal data” and “private data” interchangeably in various sections of the proposed legislation 
without defining them. 

• Words such as “responsible party” require a more robust and comprehensive definition.

• The terms “service provider” is undefined by the proposed bill which added the tone of ambiguity to the 
section.

• Also, liability for a breach of data should be limited to such an extent that where a service provider has put in 
place reasonable security measures. 

• Another frailty noted in the bill is the absence of any provision that addresses the obligations of Data 
controllers, Processor and Service provider. 20

Gaps observed



After Decline, What Next?
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Bill will be re-introduced, lobbying and advocacy starts with 
ISOC NG joined the Paradigm Initiative and Net Coalition



Policy Recommendations
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q Data collections from government agencies should be centralised and disaggregated
q When the Data protection laws are implemented, the question is will it be translated to the local 

languages for easy understanding of the citizens.
q Infusing data protection issues into State Reporting process of the African Commission Every two years 

States submit reports on steps taken to implement obligations under the African Charter.
q Dialogue/Government Engagement – Government agencies such as Attorney General, ONSA, NITDA, NCC 

should be pre-emptively engaged to understand the varying implications of data protection on the 
economy and breach of Fundamental Rights.

q By pushing for the adoption of legal provisions protecting the right to access and use the Internet within 
constitutional reviews.

q By reminding States their International obligation with regards to conventions on data protection.

q Action in Court – Civil society groups can institute court actions against the Federal Government in court 
under the Fundamental Rights Enforcement Procedure Rules (FREP) rules in violation of Fundamental 
Human Rights.

q Name and Shame – Social Media Campaign

q Academia should not be laid back by writing researches or report but join in the fight to pressure 
government
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ØLegislative measure

qEnact a data protection statute

qAmend the National Identity Management Commission Act

qEnact a Child Online Protection Act

ØJudicial measure

ØEven when the bill is passed into law, the judges will need training to understand the
context and how to interprete these laws as precedence in law cases is not what data
protection advocates should play with.

ØExecutive measure

ØSigning the Digital Freedom bill

qEnforcement by the National Human Rights Commission

qEnforcement by the Consumer Protection Council

qRegulators to mandate data protection by design and transparency
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