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Introduction 

The Internet is a powerful enabler of human rights. As a medium of communication, 
the freedoms fostered by the Internet to express ideas, connect and associate with 
others, and exercise our human creativity and innovation are unprecedented. These 
freedoms are essential elements of personal autonomy, dignity, and basic human 
rights. 
 
Internet access is growing steadily across the world, entrenching the Internet in 
every aspect of our lives. For the more than three billion people who have online 
access, the Internet directly impacts their ability to access news and information, 
political speech, religion and culture, markets and trade, and libraries of knowledge. 
It is important to sustain and grow access as even more people connect online every 
day, and to do so in a way that supports human rights. 
 
In this context, as nations embrace the benefits that free and open online access and 
communications can bring to the lives of their citizens, they still need to protect 
their citizens from threats and illegal activities that occur online. This is not a simple 
task. By the very nature of the Internet, there are complex interdependencies that 
must be evaluated in order to successfully preserve basic human rights while also 
addressing legitimate public interest concerns. 
 
The Internet Society believes that trust and the respect of individual freedoms, 
whether offline or online, are essential building blocks to achieve human, economic, 
and social development. Ultimately, it is up to all of us—governments, commercial 
and civil organizations, and citizens—to ensure that the Internet fulfills this vision. 
 
Key Considerations 

An architecture  support ing border less  express ion 
Although the Internet's original architects did not intentionally conceive the Internet 
as a tool to help advance human rights, the principles built into its design embody a 
vision of borderless, end-to-end communication. One could almost read Article 19 of 
the United Nations’ Universal Declaration of Human Rights (the freedom to share, 

Internet-related government 
policy, corporate decisions, and 
technical-development choices 
influence the extent to which 
the Internet supports or 
challenges fundamental human 
rights. Championing trust, open 
Internet principles, and dialog 
among stakeholders are critical 
ways to promote the Internet’s 
role in supporting human rights. 
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receive, and impart information and ideas across frontiers) as a definition of the 
Internet, even though it was written a quarter of a century before the invention of 
the Internet protocol. 
 
The key principles underpinning the Internet’s architecture must be preserved for the 
Internet to further support online freedoms. For example, the end-to-end, 
decentralized nature of the network empowers the edges. This means that end 
users—those at the edges of the network, spread across a global network of 
networks—can share information and ideas across frontiers and without one central 
authority at the architectural level. While this has been beneficial for the growth of 
the Internet, the reality is that there are governments and Internet intermediaries 
(such as Internet service providers and social media platforms) that can intervene 
and implement limits on the flow of information. These parties sometimes implement 
restrictions or content controls on certain cross-border data flows. 
 
Technology also plays a role in facilitating the advancement of human rights. Building 
upon open Internet standards initiatives,1 individuals and organizations across the 
globe are continuously developing new technologies and applications that enable 
the exercise of basic freedoms, such as the access to and sharing of information (e.g., 
email, Voice over Internet Protocol (VoIP), instant chat, video, blogs), freedom of 
peaceful association (e.g., social networks, forums), and access to knowledge and 
cultural content (e.g., Wikipedia). 
 
Finding a  new equi l ibr ium for  onl ine  r ights   
Every new communication technology requires that we rethink the delicate balance 
between fundamental rights and the needs of states in pursuing public policy 
objectives. The Internet’s unique characteristics have extended the ability and means 
to speak, create, innovate and associate, resulting in new dynamics between 
freedom of expression, privacy, and security. 
 
While it is generally agreed that individual rights can, in appropriate circumstances, 
give way to matters of public interest (e.g., law enforcement, public safety, security), 
other factors must be respected. The necessity, legitimacy, proportionality, and 
fairness of a situation must be determined before a lower level of protection is 
justified. The denial of users’ individual rights cannot be justified by vague and 
unspecified claims of national security or by unsubstantiated use of police power for 
the purported safety of the people. 
 
A current example is found in discussions to restrict or weaken encryption 
technologies on the grounds that they may be used to conduct harmful activities. 
Beyond the question of whether such approaches would be effective, these 
proposals raise specific concerns, such as: are the benefits of undermining encryption 
for all Internet users greater than the risks posed by such an approach? We believe 
that weakening secure communications could lead to negative effects in terms of 
financial transactions, e-commerce, and anonymous speech in challenging 
environments. Ultimately, these would harm the trust that Internet users put in the 
network. Potential chilling effects must be considered when policy measures are 
proposed or implemented. 

                                                   
1 OpenStand Initiative, http://www.open-stand.org. 
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The Internet Society believes that security should not be sought at the expense of 
individual rights. In a context of growing calls to overcome trade-off mindsets 
between security and online freedoms (in other words, that more of one means less 
of the other), we should consider ways in which security can be achieved without 
disproportional risks to expression or privacy online. Principles toward that end are 
included in our approach to Collaborative Security.2 
 
Challenges 

Policymakers, legislators, and regulators around the globe want to combat illegal 
online activities, such as child pornography, terrorism, intellectual property 
infringement and other activities. The Internet Society agrees that these are critical 
issues to address, but we also believe that proposed solutions must not undermine 
the global architecture of the Internet nor curtail internationally recognized human 
rights.  
 
Unfortunately, Internet freedom has been quite volatile around the world. According 
to the 2015 Freedom on the Net report by Freedom House,3 a growing number of 
countries are using online-monitoring technologies and censorship practices that are 
more aggressive and more sophisticated in their targeting of individual users.  
 
Some of the key challenges at the intersection of the Internet and human rights 
include:  
 

• Content  f i l ter ing  and b locking .  Over the past few years, both 
democratic and authoritarian countries have enacted laws empowering 
government agencies to punish online dissent or to block access to online 
content or services, often under the claim of national security. For example, 
policies and regulations that require interruption of the Domain Name 
System (DNS) infrastructure, whether by filtering results or via domain name 
seizure, have serious deficiencies. These techniques usually do not solve the 
problem, they interfere with cross-border data flows and services, and they 
undermine the Internet as a single, unified, global communications network. 
DNS filtering and seizure raise human rights and freedom of expression 
concerns and often curtail international principles of rule of law and due 
process. These negative impacts far outweigh any short-term legal and 
business benefits.  

 
We encourage technical and policy collaboration to identify solutions based 
on international cooperation that do not harm the overall stability and 
interoperability of the Internet and that respect all human rights.  

 
• Restr ict ing  or  weakening of  encrypt ion  technologies .  One of the 

key ways in which people can protect their data—whether in the cloud, on a 
hard drive, or in transit—is by using encryption technology. Encryption is the 

                                                   
2 Internet Society Collaborative Security document, 
http://www.internetsociety.org/collaborativesecurity. 
3 2015 Freedom on the Net, Freedom House, https://freedomhouse.org/report-types/freedom-net. 
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process of encoding messages so only those authorized to view it are able 
to do so.  

 
Despite the enabling role of encryption to protect our privacy and 
expression, many governments, including strong supporters of an open 
Internet, have made public statements on the necessity to restrict the use of 
encryption so that those people undertaking illegal activities cannot hide 
from law enforcement. Other proposals relate to governments having special 
access to encrypted material in order to monitor whomever and whenever 
they choose in the context of security goals. While governments may have 
interests in crime prevention, such approaches would likely be ineffective. 
They would also likely decrease trust in the Internet for the greater number 
of users.  

 
The Internet Society is a firm advocate of anonymity and pervasive end-to-
end encryption.4 We believe individuals should have the ability to 
communicate confidentially and anonymously on the Internet. We realize 
that aspiration comes with a set of difficult technical, economic, and policy 
questions, and that more dialogue is needed among stakeholders to find 
appropriate solutions to these issues.  

 
• L iabi l i ty  imposed on Internet  intermediar ies .  Internet 

intermediaries—services that mediate online communication and enable 
various forms of online expression, such as search engines, social networks, 
Internet service providers—have been subject to an increasing number of 
state requests and injunctions to remove content from their platforms. 
Internet intermediaries often operate across a variety of jurisdictions, and 
governments expect them to comply with national laws that, in turn, align in 
varying degrees with international human rights norms. There are many cases 
where speech can be considered acceptable under some national laws, yet 
forbidden under others. Dealing with these differences at the global level is 
no easy task and requires cooperation and dialogue.  

 
The policies governing the legal liability of intermediaries for the content of 
such communications have an impact on users’ rights, including freedom of 
expression, freedom of association, and the right to privacy. Governments 
should make sure that liability regimes enable companies to respect their 
users’ rights. Principles such as transparency, proportionality, due process, 
and accountability should underpin all policies related to such content 
requests.  

 
Guiding Principles 

The following are guiding principles to consider: 
 

• Fundamental  r ights .  The Internet is about opportunity, creativity, 
empowerment, knowledge, and freedom. It has been built on these 
principles and its future success is dependent upon them. Basic and 

                                                   
4 See Internet Society’s comments on encryption-by-default, 
https://www.internetsociety.org/encryption 



Po l icy  B r ie f  -  The  Inte rnet  and  Human R ights  

internetsociety.org @internetsociety  

5 

fundamental rights underpin these principles and the vision that the Internet 
is for everyone. Rights that people have offline are applicable online.   
 

• Open connect iv ity .  Being connected does not guarantee that one will 
be able to innovate or to freely share information and ideas. These abilities 
require a supportive Internet environment, one that is based on openness 
and without excessive restrictions on online activities. 

 
• Trusted Internet .  It is difficult to participate fully in today’s world 

without an open, available, and trusted Internet. This is destined to become 
even more pronounced as the Internet becomes increasingly central to how 
we work, play, learn, manage our money, and even select our healthcare. 

 
• Technica l  restr ict ions .  The use of technical measures to limit Internet 

access risk undermining users’ ability to exercise their fundamental rights and 
to leverage the Internet as a space that enables equal opportunities for all. 
We believe the Internet should be used to promote human rights, not to 
threaten them.  

 
• Open dia logue.  We strongly encourage open and inclusive dialogue on 

issues such as online privacy, including in the realm of national security, and 
the need for all stakeholders to abide by the norms and principles outlined in 
international agreements and fundamental rights. 

 
We have repeatedly called on the global Internet community to stand together and 
speak with authority in support of open Internet access, freedom, and privacy. 
Internet freedom issues are neither solely rights issues nor solely Internet issues; they 
need to be addressed by all stakeholders, including governments, the private sector, 
civil society, and engineers in the technical community. The Internet is a network of 
networks, and we all have a collective responsibility for its future. 
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Additional Resources 

The Internet Society has published a number of papers and additional content 
related to this issue. These are available for free access on the Internet Society 
website.  
 

• Human Rights and Internet Protocols: Comparing Processes and Principles 
(2012), http://www.internetsociety.org/doc/human-rights-and-internet-
protocols-comparing-processes-and-principles 

 
• Internet and Human Rights: The Challenge of Empowered Communities 

(2012), http://www.internetsociety.org/doc/internet-and-human-rights-
challenge-empowered-communities 

 
• The Open Internet: What it is, and how to avoid mistaking it for something 

else (2014), http://www.internetsociety.org/doc/open-internet-what-it-and-
how-avoid-mistaking-it-something-else 

 
• ISOC submission on the Right to Privacy in the context of domestic and 

extraterritorial surveillance (2014), 
http://www.internetsociety.org/doc/ohchr-submission 

 
• ISOC submission to the U.N. Special Rapporteur on the Protection and 

Promotion of the Right to Freedom of Expression and Opinion Regarding the 
Use of Encryption and Anonymity in Digital Communications (2015), 
http://www.internetsociety.org/doc/internet-society-submission-un-special-
rapporteur-protection-and-promotion-right-freedom 

 
• Fostering Freedom Online: The Role of Internet Intermediaries, UNESCO/ISOC 

(2015), http://www.internetsociety.org/blog/public-policy/2015/01/role-
internet-intermediaries-fostering-online-freedoms 
 
 


