
DNSSEC
Securing Your 
Domain Names

When you log on to a website and enter personal information, 
how certain are you that your information is secure?
Using DNSSEC can help you to be more confi dent of that.

DNSSEC acts like 

tamper-proof packaging 

for domain name data, 

helping to ensure that 

you are communicating 

with the correct website 

or service.

Eventually, DNSSEC 

validation will be built 

into operating systems 

and will be a standard 

piece of network 

infrastructure.

Few technologies are more critical to the operation of the Internet than the Domain Name 
System (DNS). DNS Security Extensions — commonly known as DNSSEC — allow users 
to have more con� dence in the online activities that are increasingly becoming a part 
of our lives at work, home, and school. DNSSEC acts like tamper-proof packaging for 
domain name data, helping to ensure that you are communicating with the correct 
website or service.

What is DNSSEC?
Before you connect to a website, your browser will use the DNS to retrieve an IP address 
for the website you’ve chosen. However, it is possible for an attacker to intercept your 
DNS query and provide false information that would lead to a fake website where you 
could potentially provide personal information (for example, what you think is a bank 
website). DNSSEC ensures that you get exactly the information the domain name 
owner publishes.

DNSSEC provides a level of additional security so that your browser can check to make 
sure the DNS information has not been modi� ed. It does not address all threats (nothing 
does), but it provides a building block for providing additional data security, and not 
just within the DNS, but also within the applications and services that are built on it. 
For example, DNSSEC enables usage of the DANE protocol, which can add a higher 
level of trust and security to TLS/SSL certi� cates for e-commerce and secure access 
to sites and services.

Note, too, that DNSSEC is NOT only for the Web, but can be used by any other Internet 
service or protocol. There are already interesting uses of DNSSEC with email (SMTP), 
instant messaging (IM), and voice over IP (VoIP) applications. 
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Do Your Part: Deploy DNSSEC on Your Domain Name(s).
Signing your domain with DNSSEC involves two components:

 1.  The registrar of your domain name needs to be able to accept “Delegation 
Signer (DS)” records and be able to send those up to the Top Level Domain 
(TLD) (like .com, .org, or .net).

 2.  The DNS hosting provider who operates the DNS name servers for your domain 
must support DNSSEC and be able to sign (and re-sign) your DNS zone � les.

Some registrars may perform both roles for you. Other times, the DNS records for your 
domain might be hosted at another provider — or you might host them yourself on your 
own DNS servers.

Do Your Part: Use DNSSEC.
As an end user, you have several options to ensure you’re using DNSSEC:

 •  Your local DNS resolver (from your ISP or your local network) may 
perform “DNSSEC validation” and automatically block sites with 
incorrect DNSSEC signatures. 

 •  Alternatively, you can install a validating DNS resolver on your local computer.

 •  You can add DNSSEC support directly into a web browser.

Eventually, DNSSEC validation will be built into operating systems and will be a standard 
piece of network infrastructure, but until that time, these are steps you can take if you’re 
technically adept and interested in security.

Get Help.
The Internet Society Deploy360 Programme provides real-world DNSSEC, IPv6, and other 
deployment information. Deploy360 bridges the gap between the IETF standards process 
and � nal adoption of those standards by the global operations community. Deploy360 
creates and promotes resources that are easy to understand and quickly actionable by 
the IT professionals responsible for the implementation of new technologies and standards 
like IPv6 and DNSSEC. 
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The Internet Society is the 

trusted independent source 

for Internet information and 

thought leadership from 

around the world. With 

its principled vision and 

substantial technological 

foundation, the Internet 

Society promotes open 

dialogue on Internet policy, 

technology, and future 

development among users, 

companies, governments, 

and other organizations. 

Working with its members 

and Chapters around the 

world, the Internet Society 

enables the continued 

evolution and growth of 

the Internet for everyone.

About the 
Internet Society.

Visit www.internetsociety.org/deploy360/dnssec for more 
information, including a “Basics” page and specifi c projects 
to help you get started with DNSSEC.


